A new social contract for data?

Reflecting upon the conditions needed for a global social contract for data to
arise.

In 2021, the World Bank published the World Development Report: Data For Better Lives. In this
report, the World Bank argues for the establishment of a social contract for data: ‘one that enables
the use and reuse of data to create economic and social value, promotes equitable opportunities to
benefit from data, and fosters citizens’ trust that they will not be harmed by misuse of the data they
provide.! The World Bank is among many actors reflecting upon how data impacts existing social
contracts and the need to establish a new social contract. The unprecedented amount of data found
and created in the world brings forth great opportunities for advancing humanity but also poses
significant risks, threats, and challenges. Technological revolutions have always led people to create
social structures that deal with the benefits and challenges that these brought forth. One type of
social structure that might arise is a ‘social contract,” which: ‘establishes norms of behaviour required
in the transformed society’ and ‘defines collective rules that constrain the behaviour of individuals

and groups’ in order ‘to protect the individual, while also benefiting the society as a whole.”

Many perspectives on social contracts exist; however, they all seek to explore why rational
individuals would consent to give up some of their freedoms as a trade-off for living in a political
order.”® In the case of data, this refers to the potential willingness to transfer or grant access to data
to an overarching authority, even if it means giving up autonomy and or privacy. Currently, we
cannot speak about the existence of one over-arching political power or political order about data.
Instead, we can identify a patchwork of overlapping claims of and formal authority over data at

different governance levels.

This is partly a consequence of how data is obtained, which is done by various private and public
actors with data policies that hold different norms regarding transparency, ownership, and usage of
the specific data. This reality has inspired scholars, activists, and international organisations to call for
the need to overcome issues of transparency, lack of trust, and the risk of not using the great

potential of data to advance humanity by creating a social contract about data.* This contract is often
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considered a global or supranational social contract for the international society, including

individuals, governments, regional organisations, academia, cooperations, and civil society.’

Although much literature is devoted to social contract theory, little attention is paid to the conditions
needed for an (updated) social contract to arise. In response to this void, Alexander Fink has
proposed a theory about the likeliness of a social contract to appear and identified three conditions
that need to be present in a group from which we ‘expect to observe the formation of genuine social
contract.’® According to Fink, the group (1) needs to have relatively similar preferences concerning
public good, (2) the members of the group need to share some standard social norms, and lastly,
according to Fink, (3) ‘the smaller the group, the lower are decision-making and monitoring costs

making a unanimous agreement more feasible.”’

This paper reflects upon these conditions in the context of data. The purpose of this paper is not to
explain what a social contract regarding data might look like or which technical framework would be
needed. Instead, this theoretical paper reflects upon and contributes to the academic and societal
debates about the need to establish a new or updated social contract for data by reflecting upon the
conditions under which such a contract might arise and the extent to which we can identify these
conditions today. The following main research question has been formulated: To what extent are the
conditions necessary for a social contract for data to arise present? To answer this question, three

sub-questions based on the requirements outlined by Fink have been formulated:

1. To what extent can data be perceived as a public good by the global community, and is it possible

to identify similar preferences in how it should be treated?

2. To what extent can we identify standard social norms among the actors imagined to be included in

a global social contract for data?

3. To what extent does the size of the global community pose an obstacle for a social contract for data

to arise?
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Social contracts

The concept of the social contract has a prominent role in political theory. The works of Rousseau,
Locke, and Hobbes, in which they explain and argue for a social contract in the context of the modern
state, are seminal works for every political science student. Social contracts are often defined as a
written agreement ‘geared towards the instalment of a political authority to foster social
cooperation.’® Secondly, the document must raise the community out of a state of nature, meaning
there was no prior political authority. And lastly, the members of the community enter the
agreement voluntarily.’ The theory of social contracts has been and continues to be influential
because it addresses ‘the source of sovereign’s legitimacy, conceptions of freedom of individuals and
equality, and the issue of consent.”'® However, despite the popularity of the theory and the
usefulness of the imaginary, the extent to which the social contract is ‘real’ is the subject of debate,
as stated by Durkheim about social contract theories: ‘The conception of a social contract (...) has no
relation to the facts.”** And some: ‘contemporary contractarians do not argue for the historical reality

of a primordial social contract.’*?

However, academics have recently argued against the idea that a social contract is a myth. Leeson

refers to ‘the myth of the myth of the social contract’*®

as he argues that genuine social contracts can
be identified among pirate communities. Other scholars have found case studies in which a social
contract can be observed, such as 19th-century wagon trains®, the Kontors found in the Hanseatic
League® and prison gangs®®. Interestingly, although in the often-cited works on social contracts, the
nation-state has a central role as social contract theory has been used to legitimise the nation-state

itself, the nation-state is absent in the empirically observed cases of social contracts. This raises
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questions about how the ideas of a social contract might be helpful to understand, explain and or
legitimise the establishment of political authority but on different governance levels than that of the

nation-state.

In the last decades, globalisation has and continues to impact and challenge the primal role of the
nation-state in governance and, thus, the social contract. In response, various attempts have been
made to restore the social contract between the nation-state and its society or to reflect upon new
forms of social contracts in which a minor role for the nation-state is found. In the attempts to
envisage a social contract on a sub or supra-national level, the social contract is not imagined as
establishing an authority that governs ‘all’ matters related to society. It instead often focuses on one
specific field or the provision or governance of a particular good. For example, attempts have been
made to establish and reflect upon a social contract for science that dictates the relationship
between ‘society’ consisting of governments, businesses, and civil society on the one hand and the
academic community on the other.” Moreover, a social contract about privacy have been

proposed.*®

Another field in which the establishment of a social contract with a less central role for the nation-
state is proposed or reflected upon is in relation to the digital realm. This is not surprising as the
digital realm has and continues to challenge the central role of the nation-state in governance.
Moreover, the digital realm has been described by scholars as being ‘a kind of undeveloped frontier,
reminiscent of a Lockean state of nature’.” It has led some to argue for the establishment of a social
contract concerning cyberspace?® as well as in relation to the internet.?! However, one factor that
complicates the establishment of a social contract, specifically about cyberspace and the internet, is
the fact that it has to take into account the already established social agreements found in the
‘offline” world or, as stated by Horowitz, reflecting on social contracts distinct to cyberspace that
‘these cannot ignore the mandatory laws of real-space sovereigns.’?? Instead of reflecting upon one

overarching social contract for the internet and cyberspace in general, people have argued for or
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reflected upon social contracts related to specific aspects of the internet, such as virtual worlds?,

social networking sites?*, cybersecurity?, and, notably in the context of this paper: data.

In recent years, many have pointed to the need to reflect upon how the internet and ‘data’ impact or
erode our current social contracts, traditionally considered an agreement between the government
and individuals. This is due to the power and influence of commercial actors, data misuse, privacy
concerns, state surveillance, and the ‘increasing interplay between commercial interests and
government.’?® Unsworth has argued that a re-evaluation of the social contract is needed as ‘big data
has the potential to be used in both productive and oppressive ways, the contract must be

reevaluated to respect and limit the potential power embedded in such discovery.’?’

Others have argued for the need to establish a new social contract. For example, Srinivasan and
Dipayan argue for a need to develop a new social contract that incorporates corporations found in
the technology sector: ‘so that we can continue to benefit from the services they provide to us, but in
such a manner that their business is conducted respectfully, recognizing that their value has
everything to do with the extraction of personal data and inference of consumer behavioural
profiles.?® Al-Rodhan echoes this sentiment as he focuses on how private entities’ possession of large
amounts of personal data poses dangers for society and that ‘the possible errors in overreliance on
Big Data call for a new social contract, which ensures more accountability and that all predictive
models do not reinforce stereotypes.?® Besides academics, other actors have proposed a new social
contract about data, including the World Bank, the World Economic Forum, and other voices in
society, such as journalists and researchers writing for The Guardian®’, the Hindu'and the MIT
Technology Review.3!

All these different actors in society that are reflecting upon and or arguing for a (renewed) social
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contract in relation to data raise questions about the likeliness of the emergence of a social contract
for data. In the next part of this paper, the conditions necessary for a social contract about data,
based on the theory of Alexander Fink, will be analysed to reflect upon the likeliness of such a social

contract arising.
Public good and similar preferences

1. To what extent can data be perceived as a public good by the global community, and is it possible

to identify similar preferences in how it should be treated?

According to Fink, the first condition needed for a social contract to arise is ‘the presence of goods
that cannot be provided for efficiently by individual initiative,”*> which can lead to establishing a form
of political authority to protect and extract the benefits of the good. To understand if this is the case
with data, it is crucial to first reflect upon the nature of data as a good and the position of the
individual about this good. Data is often not considered a public good as both public and private
actors control and govern ‘their own’ data. However, it is not difficult to understand how (some) data
could and perhaps should be approached as being a public good and should be available to all or
more members of society. A public good is characterised by being non-excludable and non-rivalrous.
Data is non-rivalrous as using a data set by an actor does not impact the usefulness of the data set

for another actor as ‘shared data do not diminish in value.’33

However, in terms of its non-excludable nature, currently, because of the absence of a social contract
and the absence of an overarching political authority about data, data is excludable. Various public
and private entities obtain, store, and manage data. Due to the nature of the internet with its central
role for commercial entities, a large chunk of data, specifically big data, is ‘universally produced
within closed, commercial organisations.’** The state of the current landscape allows actors to
perceive the data they hold as their property and thus will enable them to decide who should have

access to the data and who should not.

The fact that data currently is an excludable good has a significant impact on the potential that data
can have for the betterment of society as it has, among other benefits, the potential power to fight
poverty and disease and to inform emergency responses. Restricting access to data enables the

concentration of power and the benefits of data into a small group. Regarding the theory of Fink, a
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social contract is likely to arise when there is a ‘presence of goods that cannot be provided by
individual initiative.”*> Although the individual contributes to the creation of ‘data’ found in the
world, the usefulness of this data is achieved by pooling it with that of others and allowing access to
it by parties that want to use it for the betterment of society. In this way, one could state that
currently, there is a presence of a good of which its potential benefits cannot be provided by
individual initiative. Thus, establishing political authority to protect and extract the benefits of the

good is a possibility.

However, according to Fink, a second condition that needs to be present is that there should be
similar preferences in how the good should be treated. For many non-commercial activities
conducted by researchers, NGOs, activists, and journalists, free access to data is vital for their
actions. Thus, their preference regarding the treatment of the good is expected to allow open access.
They would potentially be in favour of establishing a political authority that oversees this. However,
for a private company, there is an incentive to prefer ownership over the data and to maintain its
ability to restrict access to its data. Due to commercial interests, a company is incentivised to limit
access to the data it obtains. This can be used to analyse customers and their preferences, leading to
better innovation and other advantages compared to their competition. Moreover, they can make a
profit by selling the data to third parties. However, on the other hand, a company can prefer to share
some types of data with other actors freely. For example, by sharing data with another company and
combining the data, both companies can benefit from each data set. Moreover, companies can have
a preference or incentive to voluntarily share their data with actors that use the data for projects for
the betterment of society, as they want to contribute to the community and or influence public
opinion about the company itself. For example, Twitter entered into a data partnership with the
United Nations in 2016 as the vice president of data strategy at the time, Chris Moody explained: ‘we
believe that the increased potential for research and innovation through this partnership will further

the UN’s efforts to reach the Sustainable Development Goals’.®

Governmental institutions hold vast amounts of data that can be used for the public interest.
Governments also have incentives to restrict access to ‘their’ data. This could be done for national
security reasons, surveillance purposes, or protecting the privacy of their citizens. However, some
governments are sometimes willing to give data to specific researchers and research institutions for

projects to improve society. Although governmental institutions are occasionally willing to share data
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publicly, it often leads to concerns about how the collection and processing of public data will be

organised and who will pay for the governing and storage of such data.?’

In sum, different actors have preferences or incentives to maintain some types of data they hold and
restrict access to them. However, following the short analysis above, there seems to be a preference
for most actors that ‘data,” when used for the betterment of society, could be open to the public if
this is adequately organised and does not contribute to more costs for a specific actor. This seems to
suggest that the likeliness of a social contract to arise about ‘all’ data seems unlikely. However, there
appears to be a chance for a social contract concerning data that can be used for the betterment of
society, as there seem to be similar preferences to be identified about this type of data. The Digital
Public Goods Alliance Global Partnership for Sustainable Development Data, Jain Family Institute, UN
Global Pulse, and UNICEF have introduced a new concept in relation to the need to differentiate
between ‘data’ and data specifically needed for the betterment of society and formulated the idea of

‘community data’ which refers to:

“any dataset that has the potential to play an important role in the fulfillment of human rights and
attainment of the SDGs, that individuals and communities have a right to benefit from, and that
needs to be accessible to relevant actors in ways that minimize the risks of accidental or intentional

infringement of human rights or otherwise set back progress towards the SDGs.””3#

Given the fact that following the theory formulated by Fink, a social contract about all data seems
highly unlikely. In the following parts of the analysis, the likeliness of a social agreement about

‘community data’ will be reflected upon.
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Social norms

2. To what extent can we identify common social norms among the actors imagined to be included in

a global social contract regarding data?

The second condition that Fink has identified is the need for common social norms. This is
because, according to Fink, ‘the more diverse the existing social norms are, the fewer
individuals are inclined to submit themselves under tone overarching political authority
because for each individual it is more likely that the established set of rules will not match
the social norms the individual is accustomed to.”*° The actors imagined to be included in a
social contract for community data is a highly heterogeneous group as it involves many
different actors in various societies in which different cultures and social norms are found. It
would be impossible to reflect on all the social norms among those imagined entering the
social contract about data. However, this section will examine some common social norms

and differences concerning data sharing.

Regarding sharing community data for the betterment of society, it is possible to identify
different social norms among public and private actors worldwide. One big difference among
the present social models is the difference between societies based on individualism and
those based on collectivism, which impacts the degree to which people or societies are
willing to work towards a greater good. In collectivism, the ‘self’ is understood to be a part of
the collective,” while in individualism, a conception of an autonomous individual is found.*°
According to Hofstede, in individualist societies, ‘one is expected to look after oneself and
one’s immediate family only.#! It is often found that individualistic societies, in contrast to
collectivist, tend to give less priority to the objectives of the larger collective. Seung Kyoon
Shin et al. have researched the impact of collectivism, among other socio-cultural factors,
regarding information sharing in China. They found a direct positive influence of collectivism

on in-group information sharing.*?
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Moreover, strong correlations between collectivist societies and altruism, which refers to the
willingness of an individual to help others with no expectation of any personal return, have
been identified.*? This suggests that there might be a higher chance for collectivist societies
to have social norms that lead to a willingness to share data for society's betterment and,
thus, enter into a social contract for data. However, interestingly, it has been found that
collectivist cultures ‘tend to make a sharper differentiation between in-group and out-group
members.** This suggests that collectivist social norms about sharing data tend to be
optimistic regarding its in-group, such as its local community or the nation, but are more

hesitant to share with out-groups.

Another difference in social norms about data that can be identified is the tension between
the ‘greater good’ and social norms regarding privacy. This, as social norms concerning
privacy are believed to be highly contextually defined and thus ‘what is and is not private is
dependent on relationships, actors, information and context.’*®> These differences in social
norms about privacy create tension about establishing a global social contract for community
data. The actors entering this proposed contract are expected to have colliding ideas about
what data should or could be labelled community data. Moreover, concerning the pooling
data that can be used by actors and projects aimed at the betterment of humanity, it is
expected that the different social norms in societies also impact ideas of what projects lead
to the ‘betterment of society’ as this has a strong normative dimension. However, this could
be resolved by finding and explicitly identifying common goals, such as the actors arguing for
the concept of community data in relation to the Sustainable Development Goals formulated

by the United Nations.

Besides these broad differences in social norms about sharing data among different actors
worldwide, some common social norms among specific actors can be found.

Generally, academia holds social norms promoting cooperation, contribution to society, and
contribution to the knowledge of the world. However, this is not prevalent in regards to

sharing data. In a study focusing on the willingness of academia to share their data, which
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included 1,329 scientists across disciplines, 60 percent ‘agreed that the lack of access to data
generated by others is a major impediment to progress in science.%® However, in that same
study, 46 percent stated that they do not share their data publicly.*” Research about why
scientists are reluctant to share data shows that scientists often struggle between the
general interest and their interests. One of the main reasons that were found for not sharing
data publicly was to protect the ability for further publication opportunities. However, there
were some reasons found that could potentially be resolved by entering a social contract
that establishes a political body overseeing the data. This includes the fear of potential data
misuse, not getting appropriate attribution and the administrative efforts of responding to

these requests.*®

Governments are the largest producers and collectors of data in many areas.*® Among
governments in the world, there exists a great variety of social norms about data sharing.
However, in the last two decades, a trend sometimes referred to as the ‘government open
data movement’ has arisen, which includes governmental and international initiatives aimed
at opening up governmental data. This can help with transparency issues, raising its social
and commercial value and participatory governance.>® One initiative worth mentioning is
the Open Government Partnership established in 2011, which includes 75 countries and 104
local governments representing over 2 billion people.>! This movement seems to indicate a
growing social norm among governments to share (some) government data; however, there

remain governments that are highly reluctant to share any data voluntarily.

Although it has often been said that social contracts ‘lift” a society out of a state of nature in
which no pre-existing norms in terms of governance are found, scholars who focus on

empirically found social contracts argue the opposite. Fink states that for a social contract to
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arise, the social contract should ‘have to fit the preexisting underlying social norms to a
considerable extent. Otherwise, they do not ‘stick.>? One clear example of a social norm that
can be identified across nations and communities that could help ensure that the contract
‘sticks’ is the existence of ideas of and the already established social contracts itself. The
extent to which social contracts can be found worldwide is debated. Ideas and aspects of
social contract theory can be found in the traditions of non-western philosophers, such as
the work of Mo Tzu, who spoke about the state of nature, the legitimisation of a sovereign,
and the will of the people.>® However, the concrete concept of the social contract is highly
associated with Western political traditions and political philosophy as ‘social contract theory
predates and implicitly informs our modern concepts of democracy.”>* The fact that the
notion of the social contract is already explicitly or implicitly known to many actors that will
enter into this imagined social contract around data could help with making the new social
contract ‘stick” However, because of the different levels of familiarity with the concept
among communities worldwide, it can be expected that this notion of a new social contract

will ‘stick’ better in some places than others.

It is thus possible to identify common social norms among actors that are imagined to be
included in a global social contract regarding data. However, because of the multitude of
different cultures and communities, there is a variety of social norms to be found concerning,
among others, the willingness to share, definitions of what is leading to the ‘betterment of
society’, privacy, and familiarity with the notion of social contracts. This leads us to think that
the varying social norms hinder the creation of one global social contract about data but
leave room for regional initiatives or social contracts more closely focused on one topic or

profession, such as academics in specific fields.
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The size of the community

3. To what extent does the size of the global community pose an obstacle for a social contract for data

to arise?

According to Fink, the size of the community is an essential factor that influences the likeliness of the
emergence of a social contract; besides the fact that a larger group results in a greater variety of
different social norms, according to Fink, there are three reasons why a larger community hinders the
chance of a social contract to arise. Firstly, according to Flink, increasing group size will lead to higher
decision-making costs.>® Regarding the establishment of a social contract about data, this is
undoubtedly the case. This social contract would include a large variety of actors that need to find a
unanimous agreement on what this social contract would entail, what kind of political authority it
would establish, its mandate, and the specific rules about which data should be included and who
should have access to it. This challenging task is exacerbated by the large size of the community

expected to enter into this social contract.

Secondly, according to Fink, a larger group means higher costs needed to counter the risk of free-
riding, as it becomes more challenging to ensure that everyone contributes to the provision of the
public good. Regarding data, the contribution to creating the public interest, which in this paper has
been defined as community data, is less of a concern than it is regarding other public goods. This is
because individuals who live in a digitalised society automatically produce data by simply living their
daily lives. However, as discussed above, this data is often spread among private and public entities,
which the social contract would pool together. These actors might decide not to enter the social
contract and not to contribute their data to the ‘community data’; however, this would not
necessarily lead to free-riding processes. Mainly because by creating a social contract that
establishes a political authority, one could control access to the data and prevent actors from using
the resource who refuse to contribute to the provision of the public good. Lastly, experimental
research has suggested that ‘the level of voluntary contribution to public goods do not decrease with

increases in group size.’*®

Finally, according to Fink, monitoring and enforcing the implemented rules are more costly when the
group is larger. This is true in relation to a social contract around (community) data. The political
authority that the social contract would establish would be tasked with monitoring and enforcing the

rules, which, with a large community would be a difficult and costly endeavour. However, on the

55 Alexander Fink. "Under what conditions may social contracts arise? Evidence from the Hanseatic League."
Constitutional Political Economy 22 (2011): 186.

6 Mark R. Isaac, James M. Walker, and Arlington W. Williams. "Group size and the voluntary provision of public
goods: Experimental evidence utilizing large groups." Journal of public Economics 54.1 (1994): 1-36.

13



other hand, a larger community that will enter this social contract could also potentially mean a more
significant budget size. Moreover, this enforcement of the rules could be integrated with other
institutional frameworks found at the global level, such as the United Nations, which could help

reduce the potential costs associated with monitoring and enforcing the rules.

Conclusion

This paper has reflected upon the extent to which we can identify the necessary conditions for a
social contract about data to arise. The analysis of this paper has examined several factors that
influence the likelihood of such social contracts to arise centred around the three conditions that Fink
has identified. Fink’s first condition for the emergence of a social contract, the presence of a good
that cannot be efficiently provided by individual initiative, appears to hold for certain types of data,
particularly those with potential benefits for the betterment of society. The non-rivalrous nature of
data suggests that its value can increase when shared. Thus, a social contract may be needed to
ensure the potential benefits of data, which an individual cannot achieve on its own. However, the
second condition proposed by Fink, the existence of similar preferences among actors regarding data
treatment, presents challenges. Private companies, governments, academia, activists, and NGOs have
varying interests and, thus, choices for data ownership and access to it. Some favour open access to
data, while others would like to restrict access due to commercial interests and security concerns.
However, regarding data that can benefit society, sometimes called ‘community data,’ there seems to
be a shared preference for open access and perhaps a political authority overseeing this. However,
this is only the case if the data sharing does not entail significant costs and efforts for the actors,

which could be resolved by establishing a social contract and a political authority.

Fink’s second condition is that there need to be similar social norms among the actors imagined to be
included in a global social contract for data. As expected, a great variety of differences in social norms
are identified among actors worldwide. Differences in social norms regarding sharing in individualistic
and collectivist societies, ideas about privacy, perceptions of what constitutes ‘betterment of society,
and different levels of familiarity with the concept of social contracts all create challenges for the
emergence of a social contract for data. The more diverse the social norms are, the fewer people are
inclined to join a social contract, as it is more likely that the rules and governance structures it will
create will not match the social norms that an actor holds. This makes the chance for the emergence
of a global social contract for data complex but leaves room for regional initiatives or initiatives

focussing on a specific profession and or topic.
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The third condition that Fink identified is the size of the community; a larger one is expected to make

the emergence of a social contract more complicated. The size of the global community expected to

enter the social contract makes the decision-making process more challenging. However, free-riding

concerns are limited due to how data is obtained and how access to the data can be controlled.
Moreover, while monitoring and enforcing the rules is more difficult with a global community, the
availability of a larger budget and potential integration into other global or international structures

might mitigate these challenges.

In sum, after examining the conditions needed, it can be concluded that it would be challenging to
establish a single, all-encompassing social contract for data. However, the conditions required for a
social contract to arise are more present regarding community data. Perhaps an all-encompassing
social agreement for all data is too ambitious for now; however, establishing a social contract for
community data could be an essential step needed to protect the full potential of data for the

betterment of society.
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